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ABSTRACT  
This study examined in perspective usefulness of background checks as a strategy in the minimization of 

employee dishonesty especially before such individuals are recruited into the workforce of the organisations. 

The study adopted a conceptual review of literature in the identification and challenges of background checks 

in the management of staff dishonesty. It was found from the study that checks help employers recruit the right 

individuals and avoid the occurrence of dishonest behaviours by workers.  Although there are several 

strategies to be adopted in conducting a potential employee background check, it is clear that due 

diligence is extremely important and must be exercised. Hiring without due diligence can be very 

expensive for organisations and as such top managers must ensure that they take the appropriate 

steps to ensure that employee recruited into their workforce are not only law-abiding, but also have 

a strong sense of integrity. Although unproven scientifically and generally considered to be highly 

contentious with respect to validity, graphology (or handwriting analysis) is used by some 

companies. This technique is presumed to reveal an individual’s personality in his handwriting. Some 

personality traits are predictive of success on the job in addition to measuring only honesty or 

integrity. 
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Background  

Background investigations and reference checks are employers' principal means of securing 

information about potential hires from sources other than the applicants themselves. A background 
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investigation generally involves determining whether an applicant may be unqualified for a position 

due to a record of criminal conviction, motor vehicle violations, poor credit history, or 

misrepresentation regarding education or work history. A reference check generally involves 

contacting applicants' former employers, supervisors, co-workers and educators to verify previous 

employment and to obtain information about the individual's knowledge, skills, abilities and 

character.  

The problem  

According to the American Institute of Certified Fraud Examiners 2016 Report to the Nations, 

employers lose five percent of their gross sales to fraud. The report goes on to reveal that median 

fraud losses approximate N54, 300,000 ($150,000) and that it takes 18 months to discover that a 

trusted employee is stealing from you. Some studies indicate that 75 percent of employees steal once, 

while 50 percent steal frequently. One-third of all bankruptcies are estimated to be the result of 

employee fraud. The question is what are you doing about this dangerous trend?  

While many of today’s employees are emboldened to at minimum “test” stealing from your business, 

businesses and organizations must be more proactive than ever to protect their cash and other assets 

from dishonest staff. The best way to prevent fraud is to stop the problem before it starts and this 

could be achieved through thorough employee background checks.  The first step any business or 

nonprofit organization can take to prevent embezzlement is to make sure that individuals with a 

questionable past are never hired in the first place. It is the employer’s responsibility to perform 

adequate due diligence on its employment candidates, especially when it comes to those who will 

have any access to cash receipts and disbursements. Arising from the enormous losses attributable to 

dishonesty amongst employee in all sectors of the economy, conducting a background check on 

potential employee is key to minimizing the occurrence of fraud and other dishonest behaviours in 

the workplace amongst employee.  
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Objectives of the study  

The purpose of this study is to examine the various methods available when conducting a pre-

employment screening investigation in attempt to hire honest employees, those less likely to commit 

fraud against their employing organizations. While many companies perform the most basic type of 

background check, this paper suggests that companies need to go beyond the basics when hiring its 

employees. 

Design/methodology/approach  

The study was conducted by reviewing the existing literature and conducting interviews with experts 

in the area of background investigation services. 

Literature review  

Employee dishonesty takes different forms, but unethical or criminal acts committed by upper 

management can often bring down an entire organization (Murphy, 1993). These acts include price 

fixing, blatant disregard or the safety of the public, fraudulent warranties, bribery, and theft. Whether 

executives commit crimes on behalf of the organization or against the corporation, the losses as a 

result can be staggering. 

 

Statistics show that US organizations lose 5 percent of their annual revenues to fraud and that his 

translates to approximately $650 billion in fraud losses (ACFE, 2006). The ACFE study also reports 

that occupational fraud schemes (where a perpetrator uses his/her job for personal enrichment 

through the deliberate misuse or misapplication of the employing organization’s resources or assets) 

can be very difficult to detect and that the median length of the schemes in their study was 18 months 

from the time the fraud began until the time the fraud was detected. 
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Within occupational fraud, there are three categories: asset misappropriation, corruption and 

fraudulent statements. A study using data from the ACFE found that the perpetrators in fraudulent 

statement frauds tend to be white, educated males in their 40s who held managerial or executive 

positions in their organizations (Holtfreter, 2005). Individuals who committed asset misappropriation 

and corruption were ‘‘middle class’’ offenders and equally likely to be male or female, and did not 

differ significantly from each other in their levels of education. Although asset misappropriation was 

committed more often in smaller organizations, likely due to more relaxed internal controls, the same 

study found that corruption occurred in larger and publicly traded companies. 

 

Interestingly, while one might expect that frauds will be uncovered by auditors, the ACFE report 

(ACFE, 2006) reveals that frauds are most commonly discovered by tips (34.2 percent) or by accident 

(25.4 percent). However, even after a case has been detected, many companies are reluctant to report 

fraud o r press charges for fear of bad publicity. The corporate fraud scandals caused by top officers 

at public companies such as Enron, Tyco, WorldCom and HealthSouth are good examples of the 

negative publicity that can occur, and it is high-profile cases like these that may, in fact, discourage 

other organizations to report fraudulent activities by top management. 

 

Other victimized companies declined to prosecute as they thought that their internal discipline as 

sufficient or the litigation was too costly and yet others were hoping to reach a private settlement. 

Meanwhile statistics show that those companies that attempt to seek a private restitution agreement 

were only able to recover, if at all, a small percentage of their losses (ACFE, 2006).  

 

All of these statistics point to a need for companies to practice due diligence, and the most cost-

effective way to deal with fraud is prevention. It should be noted that once fraud is detected, success 



Proceedings of the 8th International Conference of Accounting and Finance 
Research Association (AFRA), held 4th – 6th November, 2018 

 
 

160 
 

at loss recovery may not only be limited, but it can be very expensive and time-consuming (Murphy, 

1993). 

 

The perpetrator 

A survey of inmates in the 1950s by Cressey found that nearly all fraud perpetrators shared three 

common traits: a ‘‘hidden’’ financial motive, a perceived opportunity to commit fraud without being 

detected and an ability to rationalize the behavior (Wells, 1990). The opportunity to engage in such 

behavior usually comes from the position the perpetrator holds. Managers or executives may not be 

more or less honest than entry-level employees, although they do have more opportunities to steal 

more by virtue of the fact they have more control over company assets. 

 

Cressy’s research (as cited in Murphy, 1993) on what drives people into committing white collar 

crimes found that executives are often under pressure to produce results, and the fear of failure causes 

them to succumb to the temptation of using dishonest means to achieve those results. They also often 

rationalize that their illegal or dishonest behavior is acceptable. Many often have hidden financial 

problems or a secret such as a substance abuse habit or gambling losses. Greed is often a motive. The 

results of the ACFE survey show how important it is for a company to have in place senior executives 

of utmost integrity who will then set the tone for the corporate culture. The first step in preventing 

fraud and managing risk is in the hiring of the right leaders and workers. According to Shepard and 

Duston (1998), one of the best strategy to be adopted in the prevention of employee is pre-

employment screening achieved through background checks. In the early stage, employers were 

engaged in the use of polygraphs and voice stress analyzers in pre-employment screening. These 

techniques were routinely used to weed out dishonest candidates before they were employed. Now, 

the more commonly used approach is the background check, some form or other of which is used in 

96 percent of all organizations (Shepard & Duston, 1998). Given an increased number of companies 
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Beyond the basic background check are now conducting background checks on potential employees, 

applicants’ lies are more likely to be detected ( Wood et al., 2007). Outcome of the review of related 

literature indicates that the following areas of fraud pressures could be cross checked before potential 

employees are engaged by organisations. These include marital status, age, education, tenure, social 

status, drug use, high personal debt, excessive gambling habit, living beyond ones means, family and 

peer pressure.  

In conducting a background check, some key reasons must be taken into consideration including: 

Safety is a major reason to conduct background and reference checks is to avoid harm or legal liability 

of various types to the employer or to others. This includes harm to:  

 Other employees by sexual harassment or workplace violence.  

 The organization's customers by, for example, sexual assault on business premises.  

 The public by negligent driving. 

 The employer's business through financial loss or image and reputational issues.  

Defense of legal claims, such as negligent hiring, is a compelling reason to conduct in-depth criminal 

records searches of job applicants. A multilevel jurisdictional criminal records search can be strong 

evidence that the employer exercised due care in hiring.  Maximize productivity which involves Hiring 

the best and rejecting the rest. Typically, past performance is a strong indicator of future performance 

and can reveal an individual's professionalism, productivity, job skills and interpersonal 

communication abilities. A reference check helps distinguish between a true high flier and a mere 

poser. Data Verification involving verifying the information provided by the applicant regarding his 

or her education and credentials, employer history, tenure, and other data will not only confirm 

required qualifications but can provide some insight into the applicant's reliability and motivation. 

According to a 2018 Hire Right report, 85 percent of employers surveyed uncovered a lie or 
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misrepresentation on a candidate's resume or job application during the screening process—up from 

66 percent five years ago.  

Types of Background/Reference Checks 

There are many types of pre-employment background checks being conducted today, with employers 

using a mix of those that best suit their needs. Some of the more common types are discussed below. 

Employment history 

Some people include false employment history on their resumes. Employers frequently discover lies 

embellishing job responsibilities. Other frequent falsehoods involve skill set, dates of employment, 

previous employers, and job titles and roles. HR professionals should contact previous employers to 

verify: 

 Dates of employment.  

 Job title(s).  

 Duties performed.  

 Circumstances of separation.  

Education history 

Listing academic degrees never obtained or educational institutions never attended are also common 

resume falsehoods. One high-profile case involved the admissions dean for the Massachusetts 

Institute of Technology, who resigned after it came to light that she had claimed to possess three 

degrees she had not actually earned. Similarly, a former CEO of RadioShack resigned after 

executives discovered he had falsely claimed to have two degrees from a college in California.  
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Criminal history 

Increased use of criminal background checks by employers to prescreen job applicants stems from 

the growth of claims alleging that an employer was negligent in hiring or retaining an employee who 

subsequently engaged in workplace violence or some other act that resulted in harm to a person (e.g., 

sexual assault) or property (e.g., theft). Many organizations also perform criminal background checks 

on current employees, either as a matter of course or prior to a promotion, transfer, or other change 

in the terms and conditions of employment. 

Companies that use criminal background checks should examine and understand the Equal 

Employment Opportunity Commission's (EEOC's) related guidance; an evaluation of current 

practices considering this guidance will help HR professionals assist managers in an individualized 

assessment of each record.  

Generally, it is not practical for employers to perform criminal background checks in-house. The 

result has been the emergence of third-party service providers whose business is to conduct 

background screening for employers. These providers, as a rule, are better equipped to conduct 

thorough and accurate background screening, assuming they adhere to certain guidelines and 

practices.  

Implications of not conducting a background check before engagement 

Several reasons subsist while background checks are necessary. Some of the major reasons include 

that you may hire an unqualified employee. Therefore you would have to train him or terminate him. 

If not so he may not be even capable of doing the job. You may end up losing customers and 

employees. Furthermore, you may end up paying higher salary because the last drawn compensation 

is not validated. You may hire an employee who has a criminal record. He may be required to be 

present in court therefore commitment to work will be an issue. Apart from this it may be unsafe for 



Proceedings of the 8th International Conference of Accounting and Finance 
Research Association (AFRA), held 4th – 6th November, 2018 

 
 

164 
 

the other employees as well. You may hire an employee who is physically or mentally unfit to work. 

You won’t be even able to terminate the employee legally because until he is medically fit. You may 

hire an employee who is declared fraud by government authorities like banks etc. You may lose 

banking clients or maybe he can access your accounts. If not so having been caught later you can 

also be charged by law for supporting him by providing access to assets of your company (This is 

dependent on local laws). You may hire a terrorist and you would invite legal troubles plus it would 

not be safe for your countrymen or employees or your own self. You may hire an illegal immigrant. 

You may hire an employee who is a drug addict. This will impact the work environment, productivity 

etc.  You may hire an employee who has stolen assets or confidential data from previous employer. 

If you do not keep a record and validate employees address. Later if some issues come you won’t be 

able to catch hold of him/her. 

Presentation of results  

Results of when employers should conduct background checks  

  
0% 10% 20% 30% 40% 50% 60% 70%

At other times for other causes

at other times for legal reasons

during hiring process only
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The above result indicates that 60% of the respondents identified that background checks are 

conducted during hiring only, 14% identified that background checks are conducted during legal 

mandates and cases while 10% identified that background checks are conducted at other times for 

other reasons and causes. The above result shows and indicates that majority of the background 

checks are conducted during employment exercise.  

Reasons for conducting background checks  

 

Result of the study shows that 36% of the respondents gave the reason for background checks to 

include the reduction of dishonesty amongst staff, 38% argued that it is aimed at protecting the 

company’s reputation, that who argued in favour of legal mandate were 39%. Further analysis 

indicated that 52% were of the opinion that background checks were aimed at achieving improved 

quality of hires while 86% percent posited that the purpose of the background checks is to protect 

employees and customers. The above result which was a ranked result outcome indicated all the 

above reasons accounts for background checks.  

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%100%

protecting employee and customers

improve quality of hired employee

mandated by law /regulation

protect company reputation

prevent/reduced theft and other dishonesty
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Ranking of fraud motivators 

 

The result of investigation indicates that 76% of the respondents were amongst those who agreed that 

family as well as peer background could strongly motivate the perpetration of fraud amongst 

employees, 58% identified that living above ones means also motivates one to commit fraud in the 

workplace. Other factors that could motivate workers to perpetrate fraud and conduct themselves 

dishonestly include excessive gambling life, high personal debt profile, drug abuse, social status, 

tenure in office, education, the age of the staff and his marital status. According to the result of the 

study, all the above factors variedly influence the perpetration of fraud and other forms of dishonesty 

amongst workers and should therefore be checked before potential employees are engaged by the 

organisation.      

Conclusion 

Although there are several strategies to be adopted in conducting a potential employee background 

check, it is clear that due diligence is extremely important and must be exercised. Hiring without due 

diligence can be very expensive for organisations and as such top managers must ensure that they 

0% 10% 20% 30% 40% 50% 60% 70% 80%

marital ststus

Age

education

tenure

social status

drug use

high personal debt

excessive gambling

living beyong ones means

familty and peer pressure
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take the appropriate steps to ensure that employee recruited into their workforce are not only law-

abiding, but also have a strong sense of integrity. 

Background checks have become standard and a widely recognized method of pre- employment 

screening. Anyone who refuses to sign a consent form allowing for a background check may 

automatically be considered suspicious. It is important for companies to invest resources upfront to 

obtain a deep knowledge of a candidate, rather than to pay dearly afterward for a hiring mistake. In 

addition to making sure information in a resume is accurate, all candidates should have their criminal, 

family, peer, social life, marital life, education. Personal debt profile, age and employment history 

checked. Further, employers should have the candidate fill out an application form, and have the 

candidate’s civil/criminal record and references checked. These ‘‘standard’’ background checks are 

really just one part of the employee selection process. Other screening techniques exist and should 

be considered. Candidates should take a written honesty test and go through an integrity interview, 

because many studies have proven the tests are valid. At a minimum, such tests provide an additional 

piece of information to be considered as part of the total package. 

 

Recommendations  

Although unproven scientifically and generally considered to be highly contentious with respect to 

validity, graphology (or handwriting analysis) is used by some companies. This technique is 

presumed to reveal an individual’s personality in his handwriting. Some personality traits are 

predictive of success on the job in addition to measuring only honesty or integrity. Graphologists 

typically insist on a spontaneous sample that is a brief autobiographical sketch or self-description so 

as to yield the most accurate reading. The study findings showed that it is the content itself that 

reveals who the writer is, more so than the shape and size of the letters. Very often, professional 

graphologists and non-professionals arrive at the same conclusion about an individual when content 

is being considered in reading personalities. The research also showed a growing trend in the use of 
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graphology in assessing candidates for middle and upper management positions. Although it is not 

prevalent, the few companies that have used this method reported success, and it is seen as less 

invasive than pencil and paper integrity tests. However, as mentioned previously, there is little or no 

scientific evidence to support the use of graphologists, so one should proceed with caution if choosing 

to rely on the results. 

 

Furthermore, it was pointed by the research findings that other pre-screening techniques, one of 

which is called the self-report method. Here, an applicant fills out a weighted application form. 

Certain items consistently discriminate those who steal or commit dishonest acts from those who do 

not, and those that clearly do are given more weight. A composite score is obtained to predict future 

honesty. Some examples of those items include an individual providing a post office box rather than 

using a home address, length of time at present address, number of previous jobs, number of 

dependents, ownership of an automobile, whether the applicant wants a relative contacted in case of 

an emergency. Once again, this technique can be openly biased based on race, gender, or income 

level. Lastly, the study recommended that waivers are often made for senior management if they 

submit a resume in lieu of a formal application, which increases the risk for a company, as many 

applications require a job applicant to put in writing information which would not be on a resume, 

such as a prior arrest or conviction. 
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